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1- General

The ONE Blue module allows you to synchronize the data of the OPTIMA Box with the STID
Mobile ID account.

Then take advantage of the Bluetooth features of the STID readers to identify the users of your
access control as virtual badges using smartphones as a means of identification.

The ONE Blue module allows you to associate existing users of your installation or to add new
STid Mobile Id badges.

1.1 Virtual badge concept

A virtual badge enables the dematerialization of your access control badges within a mobile
application. Your virtual badge carries an identifier and behaves like an RFID badge.

The virtual badge is associated with a single device.

STid offers 3 types of access badges adapted to your needs:

STid Mobile iD
1024283478

BADGE D'ACCES VIRTUEL SECURISE

= Identifiant fourni a U'installation de « Identifiant fourni a Uinstallation de + 1D privé
l'application l'application + Sécurité entiérement paramétrable
+ Mode d'identification : « Identification multi-modes : + Identification multi-modes :

Fig. 1 : Types of virtual badges.

Information : https://stid-security.com/images/private-pdf/Flyer STid Mobile ID FR.pdf

1.2 Cost of virtual badges
The virtual badges used have the following cost:

* Green badge: free
* Orange badge: 1 credit
¢ Blue badge: 5 credits
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1.3 STid data synchronization

We strongly recommend that you use the data synchronization functionality of the STid server
first.

It will allow you to make the virtual badges consistent with your OPTIMA Box database.

Indeed, in the case of shared use of the STid Mobile Id account, the users of the OPTIMA Box
will be correlated with the existing virtual badges of the STid account.

The status of virtual badges is also updated according to the actions of users from their
smartphones (activation of the virtual badge).

In the event of a conflict (presence of a virtual badge with the same number as an OPTIMA
user's badge number), no modification will be made to the existing user.

SYNCHRONIZATION RESULT

Added owners

Deleted virtual badges

Fig. 2 : Synchronisation result.

2- Requirements

2.1 Hardware

e OPTIMA Box version 4.5.0 minimum

e Internet connection

e STid Mobile account

e EDEN INNOVATIONS controllers

e Readers from STid Architect® Blue products range
e Access to emails on smartphone for end users

2.2 STid Mobile ID account

A STid Mobile ID account is required (https://secure.stidmobile-id.com/)

It must be activated and configured with sufficient credits to operate your virtual badges.

For more information, please consult the page https://stid-security.com/fr/outils-support
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- Creation of the Customer sub-account

Create a customer sub-account for each installation using the OPTIMA ONE Blue module in
order to assign them the number of credits necessary for the use of virtual badges (use credit
transfer).

Go to Manage my accounts / Customer accounts: press Add, fill in the fields and validate by
pressing Create:

AADD A NEW CUSTOMER ACCOUNT

Company Name *
Profiles *

Contact

First Name *
Last Name *

Email *

& Customer Accounts

Company Number of
Name Country Creans

Phone *

Country * France
Field 1

Field 2

Transfer Credits *
» B Credit Alert Threshold
Email Language *

Add Edit Disable Export Delete Gredit Transfer History Transfer Credits

Fig. 3 : Adding account.

The administrator whose email address is entered receives an activation request. Follow the
requested steps:

Set Username And Password

° stiAmoblle-id@sid com » Enter Your New Password And Username
A Vous
Dear EDEN INNCVATIONS, Username *

The administrator of account EDEN Innovations Sandbox has created a subaccount Reseller for you. New Password *

You can now choose your own password and username by clicking here to access your account with admin rights,

Confirm Password *

For more information, please contact your administrator directly.
Best regards,

. Confirm
Your administrator

Fig. 4: Steps for validating the Customer account.

p.5/16



ONE Blue v1.1

- Creation of the customer website

Each customer can share the credits of the main account on several OPTIMAs by creating as
many customer sites as necessary. At least one site must be created.

Go to Sites and click Add to enter the name of the Client installation to add:

£ Dashboard - Customer Site List

Number of Configurations Number of Configurators

< >

Fig. 5: Creation of customer account.

- Configuration of readers

Select the Client site, then go to Manage my customer sites / Reader configuration to import the
PSE file. It can be provided by EDEN: Clientsecurityconfiguration.pse (please contact your sales
department) or using SECard (please contact your sales department).

UPLOAD CONFIGURATION FILE

Select File

BNV Aucun fichier sélectionné.

Sites Dashboard Reader Configurations

i . Cancel Upload file
£ Reader Configurations - -

Fig. 6: Confiuration of readers.

Once added, click on it to configure the identification modes, with the following
recommendations:
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Identification Modes
@
Contact Upto ~3m
@ N @
Upto~3m Very Short
@

Upto~3m

Fig. 7: Recommended identification methods.

Then save with the name of your choice and press Create:

CREATE BLUE MOBILE ID CONFIGURATION

Configuration Name *

Fig. 8: Creation of Blue Mobile ID configuration.

- Card layout

Create the desired card layout for the front and back (optional) to personalize the virtual badge:

£ Card Layout

Customer Site :

- Name I Field 1 Field 2 Front Preview Back Preview
"
o ; ;8
LOGO
EDEN
:
<

Create your own card template Create card template from layout

Create card template from existing

Fig. 9: Creation of card layout.

p.7/16



ONE Blue v1.1

- Generation of APl parameters

Go to Settings/API Settings and press Generate .

To generate the code corresponding to the client's secret, press the icon

s o : 3

# - % o & &

Home Manage MyAccount ~ Manage My  Tools and Support Settings Personalization Logout
Cust S Panel

Email Settings API Settings Credit Threshold

o API Settings

API Accessibility @ OAuth 2.0 (Port: 9092

End Customer Eden Innovations (API27265731711)

Curren it Status Active

Genera te Deactivate API

Fig. 10: Creation of API Accessibility.

Please copy the "Client Id" and "Client Secret" identifiers which will be requested in the ONE
Blue virtual badge management interface in OPTIMA (STid Mobile ID API configuration).

2.3 Mobile app STid Mobile ID

Users must have the STid Mobile ID application on their smartphones to identify themselves on
the STID readers of the Architect® Blue range.

The app is available from the Play Store or the Apple Store. It requires the activation of
Bluetooth or NFC.

2.4 Internet connection

The OPTIMA Box must have a permanent Internet connection to interact with the STid Mobile
ID server.

Please check the default gateway of the OPTIMA Box from the Configuration / Software
administration / Network settings menu.
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2.5 ONE Blue module

Activate the ONE Blue additional module from the Configuration / Software administration /
Additional modules menu:

ONE BLUE ONE BLUE

Virtual badges module Virtual badges module

ACTIVATE

Fig. 3 : Activation of ONE Blue module.

3- Configuration

The One Blue module is available from the Operation menu / Access management / Virtual
badges menu (badges management rights are required).

If no account has ever been configured, directly enter the identifiers (Client ID and Client secret)
of your main administration STid Mobile Id account.

They are available from the "API Settings" tab of the STid Mobile ID Account Settings menu
(https://secure.stidmobile-id.com/Settings/Settings)

A & 00X & & &l

CONFIGURATION API STID MOBILE ID

o Paramétres de I'API

1) Identifiants Site a synchroniser

Client ID

I
ol Ciient secret

Produire Désaciiver 'AP| SUIVANT

Fig. 4 : Configuration of API identifiers.
Then choose the STid Mobile ID site to synchronize:

API STID MOBILE ID CONFIGURATION

1) Identifiers @) Site to be synchronized

Fig. 5 : Site to synchronize.
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4- Association of STid badge users

In the ONE Blue interface located in the Operation / Access management / Virtual badges
menu, find the list of users with their access groups, the badge number, but above all their
association with a virtual badge, the type of virtual badge and their status.

VIRTUAL BADGES MANAGEMENT

]

(o J3 T [ [ IR R Y (R

Fig. 6 : Virtual badges management.

STid Mobile iD
1080285 3474

4.1 Green STid Mobile ID badge

A badge of this type is provided automatically and free of charge when installing the STid Mobile
ID application.

Ask the user to give you the ID of his badge in order to create the user with the corresponding
ID.

Note: Having no interaction with the STid Mobile ID platform, these users appear as standard
access control users (like physical badges).

= Your virtual access cards ADD AN USER

Number of virtual access cards: 1
Present your smartphone to the reader or use another identification
mode

Fig. 7 : Add a user with a green STid badge.
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Card name

Configuration name
Site code 1734
iD:41231458963

©))
©))

4.2 Blue STid Mobile ID badge

To associate a user with a new virtual badge, click on the corresponding line to enter the e-mail
(mandatory), the telephone number (optional) of the person with the STid Mobile application
on their smartphone.

The cost of activating a blue STid Mobile ID virtual badge is 5 credits. It is revocable (restitution
of credits if cancellation).

Also select the Blue Mobile ID configuration and the card design.

VIRTUAL BADGES MANAGEMENT Search Qg B & § 1 AooeEGUEST

JASSIGN A PRIVATE VIRTUAL BADGE OWNER CARD

INFORMATIONS
N OWNER IDENTITY
Alonso Leo
BADGENUMBER
1300142573

myConfighame STid Mobile ID

ADD VIRTUAL BADGE

Badge creation successful.

Fig. 8 : Add a blue virtual badge.

The status of the virtual badge will change to "Created" while waiting for the activation of the
email received by the user on their smartphone.

VIRTUAL BADGES MANAGEMENT Search QA ] B & $ B aoorequest

Fig. 9 : Creation of the blue virtual badge.

Once the users have been associated with virtual badges, select them to send confirmation
emails.

VIRTUAL BADGES MANAGEMENT e @ 9 B O § D  ADDREQUEST

stamus

00453853

Fig. 10 : Sending confirmation email(s).
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The cost of the credit associated with the virtual badge is deducted from the activation of the
virtual badge operated by the smartphone user.

VIRTUAL BADGES MANAGEMENT

Fig. 11 : Email notification activation.

Upon receipt of the email, the virtual badge is created by clicking on the link contained in the
email received by the user.

Note: once the virtual badge is activated, the activation link is no longer valid (error 404 - File or
directory not found)

myVCardName

Fig. 12 : Receipt of the activation email / Creation of the virtual badge on the user's
smartphone.

Updating the activation status of virtual badges is done by clicking on the button E

VIRTUAL BADGES MANAGEMENT

Fig. 13 : Status update: virtual badge activated (if the user opened the link in their email).

iD: 842873478

4.3 Orange STid Mobile ID badge

The orange virtual badge is an evolution of the green badge which adds features such as Slide
mode, Tap Tap mode, Remote mode, Hands-free mode, voice control (I0S phone or Apple
watch).
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Create a brand new user with a virtual badge: use the feature

Then fill in the Name, first name, Email (required) fields as well as the telephone number of the
user who is intended to receive a virtual badge.

The cost of activating an orange STid Mobile ID virtual badge is 1 credit.
It is not revocable (no credit restitution if deletion).

ADD STID MOBILE ID BADGE
AJOUT DU BADGE VIRTUEL

Création du badge réussie.

Email d'activation envoyé.

Fig. 14 : Adding an orange virtual badge.

Note: once the virtual badge is activated, the activation link is no longer valid (error 404 - File or
directory not found)

Update the activation status of virtual badges by clicking on the button E

5- Revocation

x
Revoke the virtual badges of your choice, then press

* A revoked blue virtual badge is automatically suspended to block its passage through access
control.

e The time taken to remove the virtual badge depends on the connection quality of the user's
smartphone.

¢ A blue virtual badge is revocable with restitution of the credit.
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* An orange virtual badge is not revocable: the user's rights must be changed or else deleted.
The credits will be lost permanently.

* You can no longer create a virtual badge from a revoked badge.

REVOCATION OF VIRTUAL BADGES

VIRTUAL BADGES MANAGEMENT Searc! Q A 7 @& § & ADDREQUEST

Are you sure you want to revoke the selected virtual badge?

0O auoBERTEe tansgers 8 CONFIRM

LIMITE DE PASSAGE NOMBRE DE PASSAGES RESTANTS

DATE DE DERMIER PASSAGE LECTEUR DE DERNIER PASSAGE

Fig. 16 : Suspended user (blue virtual badge only).

Check revocation status by synchronizing STid data online a

VIRTUAL BADGES MANAGEMENT Search Q %] B & $§ £ ADDREQUEST
O owner4 ACCESS GROUP BADGE NUMBER VIRTUAL TS

[0 ALONSOLéo Cleaners 65645768

Fig. 17: User effectively revoked (depends on the state of the smartphone's network).

6- Display credits

Prenez connaissance du nombre de crédits réservés et restants en appuyant sur le bouton H

STID MOBILE ID CREDITS

Fig. 18 : Reserved and available credits.
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7- Stid Mobile ID API configuration

Access the configuration of the STid Mobile Id account E
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